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— The WebSocket protocol
- IETF HyBi WG

e http://tools.ietf.org/wg/hybi/draft-ietf-hybi-
thewebsocketprotocol/

— The WebSocket API

e W3C WebApps WG
e http://www.w3.org/TR/websockets/
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HTML

WebSocket & HTML5

% Semantics: RDFa, microdata, microformats

(S Offline & Storage: Local Storage, Indexed DB, File API
ﬁ Device Access: Geolocation API, audio/video input

W Connectivity: WebSocket, server-Sent Event

[ Multimedia: audio/video
Q) 3D, Graphics & Effects: SvG, Canvas, WebGL, CSS

{*3} Performance & Integration: webworkers, XHR2
I CSS3: worr
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sbalk  NAFY TR I Bty
Status Code

hixie-75 | 7L MIME ANE N 29V 0x0
hixie-76 | F3ALF &2l
(hybi-00) | & & & Oxtf
hybi-01 TDOFEZE INA TV
hybi-02
hybi-03 Deflate
hybi-04 | D %)) +mask
hybi-05 +negotiate
hybi-06 H0
hybi-07
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« —flELT
— Python: pywebsocket
e hixie-75, hybi-00, hybi-071Z ¥ )i
e http://code.google.com/p/pywebsocket/

— Java: Jetty
e hybi-06, hybi-071C & %f i
e http://jetty.codehaus.org/jetty/

— JavaScript: Socket.IO0-node
e https://github.com/LearnBoost/Socket.I0-node

— PHP: phpwebsocket, Erlang: shirasu, etc.
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Internet Explorer Firefox Chrome Safari Opera
hybi-00 (4 RC+) 6 5.0.1 (11.00)
hybi-06 Labhfx Devhit
hybi-07 6 Alpha

FAE ON=2 3 URFEEAH) ZRINT 25475V FEAHE
e.g. https://github.com/LearnBoost/Socket.IO
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via. http://en.wikipedia.org/wiki/WebSockets
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1. Script’Z 9311 (WebSocket API)

e WebSocket(url [, protocol])
e 4DDANY NS R
— onopen: ez Ry AVALSS

— onmessage: X v t—I% 5
— ONerror: T o —3FA4 Ny
— onclose: Emirs |

¢« 2DDAYV R

— boolean send(data)

— void close()
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cf. WebSocket URIs (protocol)

e <scheme>lE FDUWT NhH:
—ws: St F a7 EE
—wss: I a7 EE
o <port>ZFZLTEMNTES
— B NG5, 80(ws) XK 7=13443(wss)
e “<path>[?<query>] *HYWebSocket D 5L DID
— <path>MNZEDFIE, <path>7ZU+002F(/) &9 %
o <fragment>’2 5 A TIFXR B
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— new WebSocket(“wss://example.com:5984”)
— new WebSocket(“wss://example.com:5984/”)
o UY—RZHTY Ty MW E6Nn5
— new WebSocket(“ws://example.com/ctrl”)
— new WebSocket(“ws://example.com/chat?room=1")
— new WebSocket(“ws://example.com/chat?room=2")
e TTHAYMEE A

— new WebSocket(“ws://example.com/#ng”)
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N

GET /chat HTTP/1.1

Host: server.example.com
‘Upgrade: websocket

Connection: Upgrade
Sec-WebSocket-Key: dGhlIHNhbXBsZSBub257jZQ==
Sec-WebSocket-0Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 7

HTTP/1.1 101 Switching Protocols
Upgrade: websocket
Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x00=
Sec-WebSocket-Protocol: chat
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« HTTP/1.1LL | CGET

* Upgrade: websocket

» Sec-WebSocket-Key: L2 0D X 74|

e Optional: Cookie, Sec-WebSocket-Protocol, etc.

N

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGhlIHNhbXBsZSBub25jzQ==
Sec-WebSocket-0Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 7

)
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e 101 Switching Protocols

» Sec-WebSocket-Accept: KEYIZ iy U 72 3751

— base64(shal (KEY+GUID"))
"258EAFA5-E914-47DA-95CA-C5ABODC85B11

e Optional: Sec-WebSocket-Protocol, etc.
N

HTTP/1.1 101 Switching Protocols
Upgrade: websocket
Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x00=
Sec-WebSocket-Protocol: chat
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— WebSocket®dD | CTF — Rz AT

e Sec-WebSocket-Protocol CH A T —/ 3
N

HifE 9 A8 77 0 ko)L z25%8

Sec-WebSocket-Protocol: chat, “super chat” :j::}

JIEENPmh /T2 7 70 s a)lzgEiR

< Sec-WebSocket-Protocol: chat
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cf. L5k (Extensions)

e Sec-WebSocket-Extensions™\'v X & H\ 3
— T I AX— FRYLsRIEx- TR % % 4
o TEFIHDYLTRIE T HE(deflate-stream) 0D H

N HEELIIE GEETORMEDND) 27 B 5%
SAMDHTTPA  ZEFRICI T BTN D 5

—\, Sec-WebSocket-Extensions: hoge
| Sec-WebSocket-Extensions: x-fuga; =0.9

{9 % HLgk 72 @ A IR 51 &
% C D 1Ex-fuga(hoge(DATA))

< Sec-WebSocket-Extensions: hoge, x-fuga
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(%] 2 3

©1234567890123456789012345678901
T totmmmmmmmm———a- fmmm e eeeeeemmmmmm--a- +
|FIR|R|R| opcode|M| Payload len | Extended payload length |
|I|s[s|s| (4) |A] (7) | (16/63) |
IN|V|V]|V] |S| | (if payload len==126/127) |
| 11]2]3] K] | |
T R N R $-tmmmmmmmmm——a- + = = = = = e - e mmm - - - +
| Extended payload length continued, if payload len == 127 |
$ = = = = = e e - a e e - - e +
| |[Masking-key, if MASK set to 1 |
e fmmm e eeeeemmmeemmm--a- +
| Masking-key (continued) | Payload Data |

“WebSocketx . CH K 9”7 (2011-05-28)




Q 7 L— L O (opcode)

o JERIMHEIA 7 L — /L (non-control frame)
— XA T— RPN (text frame)

— XA a— FHNA F U (binary frame)
— = D NA H— R (continuation frame)
H1EH 7 L — s (control frame)

2 3
t N [{ 6123 56 890123456789012345678901
— Y] (connection close) |ttt i L
|F|RIR|R| opcode|M| Payload len | Extended payload length |
|T|s|s[s] (4) Al (7) | (16/63) |
. IN|JVIV]V] |s] |  (if payload len==126/127) |
— Plng / POIlg IFIEIED IK] | |
R ot ot S -+
| tddpyl ad len gh d, if payload 1 27 |
\ N/ + - - -+
/ rEE'J { | |Masking-key, if MASK set to 1 |
= m Bttt ettt ettt
| Masking-key (continued) | Payload Data |
B D e S T S
: Payload Data continued ... :
>< 125754 R ELF 0 e
Payload Data continued ...
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Extended
payload length
continued
(48)

Extended
payload length
(16)

RE Payload length

NA d— 7)

~125/3A1 b unsigned int - -
~2716/31 b 126 unsigned int -
~2763/3A1 |k 127 unsigned int ({H Uz EAiEw K ido)

0 1 2 3
©1234567890123456789012345678901
ok s I ST Hodmmmmmmmmmmeos A e +
|FIRIR|R| opcode|M| Payload len | Extended payload length |
[I|s|sIs| (4) |A] (7) | (16/63) I
INJVIV]V] |s| | (if payload len==126/127) |
| 12]2]3] K] | |
Ok B ST -t -+ +
| Extended payload length continued, if payload len == 127 |
+ - SR TEETTT -+
| |Masking- key if MASK set to 1 |
T i e mm e +
| Mask1ng key (cont1nued) | Payload Data |
e et - - - +
: Payload Data continued ...
e T P +
Payload Data continued
T T e +
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N

[ N\
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0 1 2 3
©1234567890123456789012345678901
T Hmhmmmmmmm e dmm e +
|FIRIR|R| opcode|M| Payload len | Extended payload length |
[I|s|sIs| (4) [A] (7) | (16/63) |
N INJVIV]V] |s| |  (if payload len==126/127) |
RATZLTE KL lal2lsl I | |
e T #mhmmmmmm T T +
| E

xtended payload length continued, if payload len == 127 |
R R o +
| |Masking-key, if MASK set to 1 |

e ettt e LT +

| Masking-key (continued) | Payload Data |

e il T I +

: Payload Data continued

T T e T +
Payload Data continued

e et e e L L +
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« JEFEM T L—L DA a— IR
—- RETIECTY T 7| kL THIE
PRARIEANA T — R OJEBAIC{HOEN L 9 %

0 1 2 3
©1234567890123456789012345678901
ok s I ST LT EEET TP T L +
|FIRIR|R| opcode|M| Payload len | Extended payload length |
[IIs|s|s| (4) A (7) | (16/63) |
INJVIV]V] |s] |  (if payload len==126/127) |
| |1|2|3| K] | |
S T +
| Extended payload length continued, if payload len == 127 |
+ S SEETTT -+
| |Masking- key if MASK set to 1 |
e e +
| Masking-key (continued) | Payload Data |
LT T Lt S
: Payload Data continued ...
T T +
Payload Data continued
e e e +

“WebSocketx . CH K 9”7 (2011-05-28)




ping & pong

» WebSocket C & EFR
e PingD A O— FIfEE
 Pongldping & [A]—D A
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e closeDikf5 L 2fE2 T NENIEILLEITS
— [ARFIC YN DN R & > T E 8RR
— WebSocket U]z (d N DTCPHHL & UIWr g X &E
. AF— R A d— R CYRELE T B
— close®Payload Data® 5 CHAIC EUfH THEIN
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e 0-999: A
e Ixxx: 70 k)LD THITEE

—1000: EEOYIN (FHBHAE)
—1001: UEARDIHK (EFREH-N—VERE)
—1002: O bha)Io—
—1003: T —ZXBN RNt
—1004: HweEiHE
e 2xxx:  JEIED 728 DRI TEIE
e 3xxx: AT TYUYRTIL—LYU—TIHER
o dxxx: L 72U — g VhVER
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